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Elements for a successful e-voting

® Implement voting machine on every

designated poll station/precinct ® Whole process management
® interact and support voters conduct ® Results cosolidation

voting ® Results generating
® Results tallying at precinct-level ® Machine management

@ O

Precicnt-based

Voter registration voting machine Data Election

& verification and front -end transmission Management
system software Solution System

® Front-end machine and software e Cooperate with local supplier
based on biometric tech to register to transmitt election data in a
voter. very secure way.

® Voter data center
® On-election day voter verification
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Front-end Voting Machine Overview
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Precinct E-Voting Solution

New generation Precinct voting machine will support the
following 3 working modes:

Mode 1 Mode 2 Mode 3
Act as Ballot Reader Act as DRE machine Act as MPVD



Mode1 CAIST Product Act as Ballot Reader ( Ballot paper-based voting)

® Based on: OMR technology for ballots processing.
® Results preview: to avoid invalid marking

® Transparency: Voter’' s receipts printed as a backup
for traceabillity.

® Quick Scanning: Rapidly processes ballots through
optical scanning.

® Accuracy: Combines algorithms and manual
verification for higher accuracy.

® Ballots sorting: Support various ballots auto sorted

and stored.
® Prevent: Bogus & Repetitive Ballots Reading




Flow chart for mode1-Ballot Reader
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Flow chart for results cosolidation

Generate
Poll Staion
Report

Sending

message to
EMS

osolidate

Print
Reports
Instantly

Central Consolidation Center



Mode 2 CAIST Product Act as Direct recording electronic machine
(Paperless voting, better proposed for over-seas voters and accessible voting)

® Real-Time Recording: Instantly captures and stores votes for quick
tallying.

® User-Friendly: Intuitive touch-screen interfaces.

® Paperless: Streamline the voting process and environmental impact.

® Space-Efficient: Requires less storage space

® Accessible voting: Support voter with visual impariment and illterate
voter to participate.

® Transparency: Voter' s receipts printed as a backup for
traceability.




Flow chart for voting on DRE Machine
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Mode3 CAIST Product Act as Multi-function Precinct Device (Hybrid voting)

Incorporating the advantages of the aforementioned
two approaches:

® Touchscreen-assisted ballot marking to reduce invalid
votes made by handmarking;

® on-site ballot printing to provide a legally binding
paper trail for the election;

® streamlining the processes of ballot printing,
transportation, and management.




Flow chart for mode-Hybrid voting
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Work Flow

1. Election Committee Staff
Allocation Election Basic
Information

L T
Election Mansgeman Syaten

m
LT
VRVM

2 Verify voter
information

® Election Management System (EMS) is a crucial component of
electronic elections, designed to assist election management
bodies in better overseeing the implementation of electronic

voting.

® It should play an active role in all aspects of the election, including

but not limited to: device management, polling station
configuration, data transmission, and result consolidation.

3 distribute paper
ballots, voters mark
and cast paper ballots
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voting machine
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5. EMS re-audit
questionable ballots

7. Results pubishing by
EMS

EMS
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System Frame work

Terminal Voter

Database EMS Database

File Lervice Gateway Lervice Cache Lervice

Voter Management Election Configuration

Election Precincts Equipment
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Main functions for EMS

O Basic info configuration & User Management




Main functions for EMS

O Questioned ballots/invalid ballot O Precinct device status monitoring and
auditing during counting process technical support arrangements

H INTEGELED Election Management Sysiem

an T oy Dk [———
1 1r Engmait
o —— ERECER L=2m
thure Reprasarifove Fa Beginiend Becwved Forged Pre-sanned Wabad-Voos Lncer-vos Cosr-Wis
- Smislogon bl Baicd e Bl @ o, Bmbots  Dabei  Mslich Comsts  Conisais  Congssis
-
Prkers 8
L

Satd Reprusertaties Pasd

RN RN RN R
L T ] B
1 1
| =
]
| F
J!
IR | [] w
it rronoennnnonmnpnrnnRInNNnN

b badlots rermaen ta be adjudecated




Main functions for EMS

O Various kinds of results consolidation and pubulishing
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Brief on Convassing Procedures

® The transmission process should employ encryption technology, by
establishing a Public Key Infrastructure (PKI) system,

® should utilize various encryption algorithms such as RSA, AES, and SHA1 to
ensure the confidentiality, integrity of data during transmission, should be in
compliance with the 1ISO 27000 series security standards.
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Brief on Convassing Procedures

Backup solution -Offline transmission

® To ensure the security of election data during offline transmission, the data could
also be encrypted and stored on customized secure storage devices, such as USB

drives or SD cards.

® By utilizing built-in encryption keys for data storage and read/write operations,
facilitating the secure exchange of data between the terminal devices and the server.
This approach ensures that the integrity and confidentiality of the election data are

maintained throughout the offline transfer process.

In-System Security Chip, ISSC
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Precinct Based Counting Machine Central Convassing Server




